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1. [bookmark: _Toc360447942]Purpose
0.1   The intent of the policy is to improve the accountability of personnel and security of the site by establishing a procedure which instructs all contractor companies with employees granted site access badges to properly notify GBR Security and the TRACK System administrator whenever an employee of the contractor company is no longer in their employment or has been permanently transferred from GBR.
1.0   [bookmark: _Toc360447944][bookmark: _Toc360447945]Scope
1.1.1   Deactivation of Badges

2.0   Procedure
2.1   General Requirements
2.1.1   PROCEDURE: Deactivation of Badges
2.1.1.1   Contractor companies will notify GBR security whenever an employee, whom was issued a site access badge, is no longer in employment of the contractor company, to enable security to appropriately deactivate the person’s badge.
2.1.1.1.1   After a contractor employee is terminated by the contractor company; a contractor employee resigns/quits; a contractor employee is absent unexcused for more than three (3) scheduled workdays; or a contractor employee is permanently transferred off site, the contractor company shall adhere to the following:
2.1.1.1.1.1   The contractor company will notify GBR Security within twenty-four (24) hours of the contractor employee severance, transfer off site, or unexcused absence exceeding 3 scheduled workdays.
2.1.1.1.1.2   The contractor company will in all cases attempt to recover the employee’s badge and will return the employee’s badge to GBR Security.
2.1.1.1.1.3   Written notification is to be made to GBR Security Operations Center (SOC) by completing a BADGE DEACTIVATION NOTICE, then attach the document to an email and send it to GBR’s Global Address Listing “G GBR ESS Security Badge System” at email: gtcssecuritybadgesystem@marathonpetroleum.com.
2.1.1.1.1.4   GBR Security will deactivate the contractor employee’s site access badge.  This individual (terminated, resigned/quit, unexcused absence, permanently transferred) will not be granted access to the site for 90 days unless GBR Procurement approval is obtained.
2.1.1.1.1.5   It will be the responsibility of the contractor company to ensure compliance to this procedure by prompt reporting and proper completion of the BADGE DEACTIVATION NOTICE.

2.1.1.1.2   After a contractor employee is terminated for cause due to violation of GBR Security or Safety policies the contractor company shall adhere to the following:
2.1.1.1.2.1   The contractor company will in all cases attempt to recover the employee’s badge and will return the employee’s badge to GBR Security.
2.1.1.1.2.2   The contractor company will notify GBR Security within twenty-four (24) hours of the contractor employee severance.  
2.1.1.1.2.3   Written notification to GBR Security Operations Center is to be made in accordance with Section 3.1.1.1.1.3 of this procedure.
2.1.1.1.2.4   The contractor company will also make official reporting to GBR Security describing the cause of termination.  The contractor company will receive a GBR Security case report number for this incident.
2.1.1.1.2.5   GBR Security will deactivate the contractor employee’s site access badge.
2.1.1.1.2.6   GBR security may, in certain cases, permanently bar individual from site access if cause is determined to be in violation of GBR Policy.
2.1.1.1.2.7   Eligibility for return to site will be noted by GBR Security as “TBD” (To be Determined)
2.1.1.1.2.8   *Note:  All terminations regardless of cause should be done offsite.  If a termination must occur onsite, notification needs to be made to Security prior to the termination so we can be present and available for the removal of your employee.  NO EXCEPTIONS!!!


2.1.1.1.3   After a contractor company employee is laid off in a reduction of force (ROF), the contractor company shall adhere to the following:

2.1.1.1.3.1    The contractor company will notify GBR Security Operations Center within 24 hours of the contractor company employee severance.
2.1.1.1.3.2    Written notification to GBR Security Operations Center is to be made in accordance with Section 3.1.1.1.1.3 of this procedure. 
2.1.1.1.3.3   In the BADGE DEACTIVATION NOTICE the contractor will state cause as ROF

2.1.1.1.3.4   The GBR Security Operations Center will deactivate the contractor company employee’s access badge.
2.1.1.1.3.5    No ninety (90) day ineligibility to return to site rule will be in effect for any ROF (laid off) contractor company employee.  The contractor company employee will be eligible for immediate return to the site and employment by another contractor company upon proper documented request.
2.1.1.1.3.6    The contractor company will in all cases attempt to recover the employee’s badge and will return the employee’s badge to GBR Security.
2.1.2   BADGE DEACTIVATION NOTICE
The BADGE DEACTIVATION NOTICE template can be located at the GBR Security Share-Point site, https://www.marathonrefinerycontractor.com/Galveston-Bay-Refinery/
2.1.2.1     and will be used for official notification to GBR Security and CCTS administrator.
2.1.3   RESPONSIBILITY
2.1.3.1   GBR will hold contractor companies responsible for all actions by contractor company personnel with active badges, as governed by the Contractor Company/GBR agreement.

2.1.4   APPEALS / EXCEPTIONS TO NINETY (90) DAY RULE
2.1.4.1   Any appeals and/or exceptions to the ninety (90) day rule of ineligibility for access return to site will be made upon a case by case review of the issues at the sole discretion of GBR Procurement Manager/delegate and/or GBR management.
2.1.4.1.1   Appeals of cases involving violations of GBR Security and/or Safety Policies will require review and investigation by GBR Security.
2.1.4.1.2   Any approvals of appeals or exceptions made to the ninety (90) day rule will require written notification to GBR Security by the approving GBR Procurement Manager/delegate and/or GBR management
2.1.5   REACTIVATION OF BADGE
2.1.5.1   Any contractor company employee whose badge has been deactivated and now allowed to return will require a BADGE REQUEST FORM for new badge issuance by the new contractor company wanting to employ the individual on the GBR site.

LOST BADGES
All GBR Contractor lost badges must be reported to the Security Operations Center (SOC) prior to arriving at Gate 42 to request a badge reprint.
 It will be the responsibility of the contractor company to submit a new badge request form for the employee who is requesting a lost badge reprint. The badge request form can be submitted to “G GBR ESS Security Badge System” at email GBRBadgeRequest@marathonpetroleum.com”.

3.3	NON-COMPLIANCE WITH POLICY
2.1.5.2   The GBR Texas City site is federally security regulated under MTSA, 33 CFR § 105, DHS, USCG.  Noncompliance with this GBR Security policy will be considered violation of security procedures established for compliance with the Department of Homeland Security regulations.  Noncompliance with this policy may constitute reporting to the GBR Procurement Manager, GBR management, and if required, appropriate enforcement agencies.



